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The Problem
Problem

Databases are prime targets for data
theft
Traditional security fails after attacker
gains access
Stolen data is difficult to trace or
detect

Our Idea
Inject realistic fake records into database
ML makes decoys statistically realistic
Stolen decoy → immediate breach detection

Applications
Finance • Healthcare • E-commerce • Enterprise
Security



How DecoyNet Works

• Learns patterns of legitimate financial transactions

• Generates statistically realistic fake records (decoys)

• Strategically injects decoys into real databases

• Any attacker accessing a decoy immediately triggers detection

• Enables early breach discovery with minimal impact on real data



Literature Review - I

ADVANCED NETWORK SECURITY SYSTEM:
HONEYPOT-BASED INTRUSION DETECTION WITH
MACHINE LEARNING AND VISUALIZATION

The work proposes a network security system that combines
honeypots, intrusion detection systems, and machine learning to
detect cyber attacks. Honeypots collect attacker data, which is
analyzed by ML models to identify both known and unknown
threats. 

Limitations:
Limited focus on adaptive deception strategies.
Honeypots may be fingerprinted by advanced attackers.
Deception environments are mostly static.
Weak integration between deception and adaptive ML
responses.



Literature Review - II
ACTIVE DECEPTION USING FACTORED INTERACTIVE
POMDPS TO RECOGNIZE CYBER ATTACKER’S
INTENT

This work proposes an active cyber deception framework that uses
factored Interactive POMDPs (I-POMDPX) to recognize an attacker’s
intent. The system strategically deploys decoys and deceptive
actions during different phases of an attack to engage the attacker
and infer their goals. By modeling the attacker’s beliefs and behavior,
the system improves intent recognition compared to traditional
passive honeypot strategies. 

Limitations:
Computational complexity due to the I-POMDP decision
framework.
Experiments are limited to a single host honeypot environment.
Relies on accurate log analysis, which may produce noisy
observations.
Scalability to large real-world networks is not fully demonstrated.



Literature Review - III
HONEYGANPOTS: A DEEP LEARNING APPROACH FOR
GENERATING HONEYPOTS

This work proposes HoneyGAN Pots, a deep learning approach that
uses Generative Adversarial Networks (GANs) to automatically
generate realistic honeypot configurations. The model learns
patterns from real network device configurations and produces
diverse decoy systems, allowing defenders to deploy scalable and
realistic honeypots without manually maintaining configuration
libraries. 

Limitations:
Uses a relatively sparse data representation of device
configurations.
Training data contained duplicate samples, which may cause
overfitting.
Generated decoys may have reduced diversity as sample size
increases.
Limited contextual awareness of the surrounding network
environment.



Aspect Paper 1 Paper 2 Paper 3 Our Model

Deception Type Stayic honeypots
Active, phasse- based
decoys

Auto generated
configs (offline)

Dynamic, real time
adaptive

ML/ AI used Threat classification
Intent modelling via
POMDP

GAN for configs
generation

Real time
classification +
behavioral analysis

Adaptability None
Partial (per attack
phase)

None (offline only) Full time adaptation

Fingerprinting
Risk

High Medium Medium
Low (environment
mutates)

Scalability Moderate Poor (single host) Moderate Multi node ready

Drawback
addressed

Tight ML deception
feedback loop

Lighter weight than
POMDP

Runtime diversity
maintenance

Literature Review Summary



Data Overview and Motivation
Dataset: PaySim Synthetic Financial Transaction Dataset

Source: Edgar Lopez-Rojas et al. (2016)
Original dataset: 6.3M rows

                   10% sampled subset used for experimentation
Type: Synthetic dataset generated from real transaction behavior
patterns

Key Features:
Transaction type
Transaction amount
Sender/receiver balances
Origin & destination account IDs
Fraud labels

Why PaySim?
• Large-scale dataset
• Fully interpretable features
• Privacy-preserving (no real banking data)
• Suitable for ML-based fraud & security experiments

Why Used in DecoyNet
• Realistic transaction distributions
• Ideal for simulating data exfiltration attacks
• Supports generation and evaluation of decoy records



Data Preprocessing
Feature Engineering & Encoding

Feature Scaling  Stratified Train/Val/Test Split
Split 70/10/20 with stratification on fraud
label. Fraud rate preserved across all splits
(Train: 0.128%, Val: 0.129%, Test: 0.128%)

 Dataset & Sampling
Load PaySim (636,262 transactions).
Randomly sample 10% for efficient
pipeline execution while preserving class
distribution.

Drop identifier/leaky columns. Engineer ratio
features (amount-to-balance). One-hot
encode 5 transaction types → 13 total features.

Fit StandardScaler on training set only →
prevent data leakage. Transform val and test
sets using train statistics. Scaler saved for
downstream layers.



Feature Preprocessing Pipeline
• No significant missing values observed
• Transaction types numerically encoded
• Standard scaling applied for stable latent learning
• Only legitimate transactions used for decoy synthesis
• Fraud labels retained for downstream evaluation
• PCA used in fallback decoy-generation pipeline



FEATURE RELATIONSHIP ANALYSIS

• Strong positive correlations exist
between balance-related attributes.
• Sender and receiver balances
before/after transactions are
structurally dependent.
• Preserving these relationships is
important for generating realistic
decoy records.
• Correlation analysis validated that
latent-space learning could capture
transaction structure effectively.



DIMENSIONALITY REDUCTION 

• A small number of principal
components captured most
transaction variance.
• Financial behaviour exists in a
compressed lower-dimensional
structure.
• This motivated the use of latent-
space autoencoder learning.
• PCA also served as a fallback decoy-
generation mechanism in our pipeline.



Fraud-Relevant Feature Importance

• Transaction amount and
balance-related attributes
contributed most strongly.
• Behavioural financial patterns
dominate fraud discrimination.
• Identifier-based features were
intentionally excluded to avoid
memorization.
• Feature importance analysis
guided feature engineering and
decoy realism validation.



ML Methodology
HYBRID ML + CYBER DECEPTION PIPELINE

Trained on legitimate PaySim
transactions
Autoencoder (PyTorch):

           input → 32 → 16 → latent(8) → 16 →  32
→ output

BatchNorm + Dropout regularisation
Latent-space reconstruction for
realistic decoys
Fallback: PCA + GMM pipeline
Realism validation:

             RF discriminator + KL divergence +
KS-test

LAYER 1 : DECOY GENERATION LAYER 2 : INJECTION STRATEGIES LAYER 3 :  DETECTION

4 strategies:
              Random, Edge-case, Cluster (k-
Means), High-value

Attacker-aware decoy placement
SHA-256 + salted secure lookup table
Injection density tuned for:

            detection vs dataset integrity

Lookup check triggered on accessed
data
 4 simulated attacks:

               Bulk, Targeted, Mimicry, Slow theft
 Immediate breach detection on decoy
access
Flood-response contaminates attacker
exfiltration
Baseline comparison:
 Isolation Forest + Random Forest

Detection is deterministic once a decoy is accessed.



METRIC WHAT IT CHECKS

RF Discriminator Accuracy Decoys blend with real records

KL Divergence Feature distributions match

KS Test Per feature statistical similarity

Model Architecture : How it works?
LEARNING LEGITIMATE TRANSACTION DISTRIBUTIONS TO GENERATE STATISTICALLY REALISTIC DECOYS

Input (11 features)
    ↓

Encoder:  11 → 32 → 16 → 8  (latent space)
    ↓

Decoder:  8  → 16 → 32 → 11 (reconstruction)

Fallback: PCA + GMM If generated decoys are too
detectable (RF discriminator scores > 70%):

PCA reduces dimensions → GMM fits the
distribution → samples new points
Guarantees decoy quality even when
autoencoder overfits

Quality Validation



Strategy Targets Catches

Random Uniform positions Bulk thieves

Edge Case Decision Boundary Sophisticated attackers

Cluster k- Means centroids Pattern-based attackers

High value Top 20% by amount Financially motivated

Model Architecture : How it works?
LEARNING LEGITIMATE TRANSACTION DISTRIBUTIONS TO GENERATE STATISTICALLY REALISTIC DECOYS

Injection Strategies

Decoys stored as SHA-256 hashed entries (salted)
attacker can't reverse-engineer which records are
fake

Every accessed record → checked against hash
lookup table
Match found → alarm triggered + flood response
Zone tag reveals how the attacker selected
records → attacker profiling for free

Detection



Challenge Solution

Extreme class imbalance Stratified splitting + decoy-focused learning

Decoys becoming detectable RF discriminator + KS/KL validation

High-dimensional transaction patterns Autoencoder latent compression

Risk of overfitting PCA+GMM fallback pipeline

Maintaining realism Statistical similarity constraints

Project Challenges & Solutions



Baseline Model Comparison
Same dataset, different approaches : What DecoyNet adds



Metric Result Interpretation

RF discriminator
accuracy

56.28%
Decoys statistically
realistic

Mean KL divergence 0.0150
Real & decoy
distributions aligned

Mean KS p-value 0.6389
Strong statistical
similarity

Attack detection rate 100%
All simulated attacks
detected

False positive rate 0.00%
No benign access falsely
flagged

AUC-ROC degradation 0.0061
Dataset integrity
preserved

System Performance & Evaluation



System Performance & Evaluation



Deployability & Scalability
• Lightweight hash-based detection logic
• Compatible with enterprise monitoring systems
• Decoy generation can run offline periodically
• Minimal impact on downstream fraud models
• Suitable for high-value financial databases

Scaling Challenges

• Storage overhead from injected decoys
• Sophisticated attackers may learn decoy patterns
• Real-time synchronization complexity
• High-frequency systems may introduce latency constraints

DecoyNet transforms passive databases into active intrusion-
detection surfaces.



Thank
You for your time

and attention
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